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Ho Hai Van. An improvement on logical key hierar-

chy algorithm for _multicast and group security.
2005. LG 995 2005 C65 H6.
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Online Subscriptions:

Science Direct —the world's largest electronic col-
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every SIAM (Society for Industrial and Applied
Mathematics) journal article published from the
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ries, books, reference works and the Online Archives
Collection. SpringerLink is a powerful central access
point for researchers and scientists
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COMPUTER SECURITY

e refers to techniques for ensuring that data stored
in a computer cannot be read or compromised by
any individuals without authorization. Most
security measures involve data encryption and
passwords. Data encryption is the translation of
data into a form that is unintelligible without a
deciphering mechanism. A password is a secret
word or phrase that gives a user access to a
particular program or system.

Source: http://www.webopedia.com/TERM/W/
World_Wide_Web.html

SECURITY ARCHITECTURE

e design artifacts that describe how the security
controls  (security  countermeasures) are
positioned, and how they relate to the overall
information technology architecture.

e  Security controls serve the purpose to maintain
the system's quality attributes, among them are:

1. Confidentiality - ensuring that
information is accessible only to
those authorized to have access"
and is one of the cornerstones of
information security.

2. Accountability -is the acknowledgment
and assumption of responsibility for
actions, products, decisions, and
policies.

3. Integrity -judges the quality of a
system in terms of its ability to
achieve its own goals.

4. Assurance -processes designed to
ensure the quality of a product or
service.

5. Accountability - the degree to which a system,

subsystem, or equipment is operable and
in a committable state at the start of a
mission.
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Anderson, Brian. Seven deadliest USB attacks.
Elsevier/Syngress, c2010. QA 76.9 A25 A52 2010

Basta, Alfred. Database security. Course Technology,
Cengage Learning, c2012. QA 76.9 D314 B37 2012

Carr, Houston H. The management of network security :
technology, design, and management control. Prentice
Hall, c2010. TK 5105.59 C377 2010.

Carvey, Harlan A. Windows forensic analysis toolkit :

advanced analysis techniques for Windows 7. Syn-
gress, c2012. HV 8079 C65 C37 2012

Ciampa, Mark D. Security awareness: applying practical
security in your world. Thomson Course Technology,
c2007. QA 76.9 A25 C4 2010

Das, Sajal K. Handbook on securing cyber-physical critical
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Kaufmann, c2012. TK 5105.59 D37 2012
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Easttom, Chuck. Computer security fundamentals. Pear-
son, c2012. QA 76.9 A25 E27 2012

Internet fraud casebook : the World Wide Web of deceit.
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2010

Moser, Stefan M. A student's guide to coding and informa-
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Shema, Mike. Seven deadliest web application attacks.
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Timm, Carl. Seven deadliest social net-work attacks. Syn-
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